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[MoJokenne
0 NPHUMEHEHHH [PABOBBIX, OPrAHH3AUHOHHBIX H TEXHHYECCKHX Mep 1o obecrneveHHI0
0€30MaCHOCTH NMEePCOHAIBLHLIX TaHHbIX.

1. Hacrosimee ITonoxkeHne ycraHaBnuBaeT TpeOOBAHMS K 3alUTE MEPCOHAIBHBIX JaHHBIX
MyHHIHNAJLHOTO GI0UKETHOr0 A0MIKOJALHOTO obpasoBaTeabHOro yupemxaenus Ilenrpa
passuTHs pebenxka - gerckoro caga Ne 178 "OGmauko"  (ganee- omeparop) mpu ux
00paboTke B HH(GOPMALMOHHEIX CHCTEMAX MEePCOHATBHBIX JMaHHBIX (1anee - HHOOPMALHOHHbIE
CHCTEMBbI) M YPOBHH 3allMIIEHHOCTH TAaKHX JaHHBIX M pa3paloTraH B COOTBETCTBHH C
tpebosanusMu Penepanshoro 3akona or 27 mions 2006 r. N 152-03 «O nepcoHanbHbIX
JaHHBIX», noctaHosnenreM [lpasutensctsa Poccuiickoil ®enepamnn ot 01.11.2012 Ne 1119
«O6 yrBepkaeHHH TpeOOBAaHMII K 3alUMTE MNEPCOHANBHBIX JaHHBIX NMpH HX oOpaloTke B
HHQOPMALMOHHBIX CHCTEMAX MEPCOHATBHBIX JaHHBIX)

2. DBesonacHOCTh MNEPCOHANLHBLIX AAHHBIX NpH HX 00paboTke B HH(OPMALMOHHON CHCTEME

ofecrieynBaeTcss ¢ MOMOIUIBIO CHCTEMBI 3allMThl MEPCOHAIBLHBIX JAHHBIX, HEHTPAIH3YIOLICH

AKTYaIbHbIE YIPO3bl, ONpPEAC/CHHBIC B COOTBETCTBHH ¢ 4acTeio 5 crarh 19 @enepanbHOro

3aKkoHa «O NepCOHAIbHBIX JAHHBIX),

CucreMa 3alMThl NEPCOHAIbHBIX JAHHBIX BKMIOYaeT B ceds oOpraHu3alHOHHBIE M (HIIH)

TEXHHYCCKHC MCPDBI, ONPEeACICHHDBIC C YUCTOM AKTYQJIbHBIX YTPO3 6C3OHQCHOCTH NEPCOHAIBLHBIX

J@HHBIX H HHOPMALMOHHBIX TEXHOJIOIHH, HCIIOMB3YEMBIX B HHYOPMALHOHHBIX CHCTEMAX.

4. [lox akTyanbHBIMH Yrpo3amu 0€30MacHOCTH MEPCOHANBHEIX JaHHBIX TOHUMAETCS COBOKYITHOCTh
yC/IOoBHH H (AKTOPOB, CO3JAIOUIMX AKTYaJIbHYIO ONACHOCTh HECAaHKIHOHHPOBAHHOIO, B TOM
YHCIe CAVYANHOro, A0CTYNa K NEPCOHATBHEIM JaHHLIM NpH HX 00paboTke B HHGOPMALHOHHOM
CHCTEME, PE3y/JbTATOM KOTOPOr0 MOIYT CTarb YHHYTOMKECHHE, H3MEHEHHe, OlOKHpoBaHue,
KONMHPOBAHHE, NPeJOCTaBICHHUE, PaclpOCTPAHEHHE NEPCOHATBLHBIX JAaHHBIX, & TaKKe HHbIC
HenpaBOMEPHBIE JeiiCTBHS.

4.1.¥Yrpo3sl 1-ro Tuna axkTyaldbHbl A1 HHQOPMALHOHHOH CHCTEMBI, €C/IH JUIS HEe B TOM YHCIC
aKTyaJIbHBI YTpO3bl, CBA3aHHBIC C HAIHYHEM HEIOKYMEHTHPOBAHHBIX (HEIEKIapHPOBaHHBIX)
BO3MOXKHOCTEH B CHCTEMHOM IIPOrpaMMHOM 00ecneyeHHH, HCTOIB3YyeMOM B HHOOPMAIHOHHOH
CHCTEME.

4.2.Yrpo3sl 2-r0 THNA aKTyaibHbl 114 MHOOPMALMOHHON CHCTEMBI, €CiIM JUld HEe B TOM YHCIC
aKTyalbHbl YIpO3bl, CBA3AHHLIC C HAIHYHEM HEIOKYMEHTHPOBAHHBIX (HEAEK/IapHPOBAHHBIX)
BO3MOMKHOCTEH B  NPHKIAAHOM  NPOrpaMMHOM  OOECMEYeHHH,  HCNOJNb3yeMOM B
HH(OPMALHOHHOI cHCTeMe.

4.3.¥rpo3sl 3-r0 THNa akTyaabHbl Ui HHOOPMALMOHHON CHCTEMBI, €CIM JUIS HEC aKTYaIbHBI
Yrpo3bl, HE CBA3aHHBIE C HATMYHEM HEJOKYMEHTHPOBAHHBIX (HEJEKIapHPOBAHHBIX)
BO3MOJKHOCTEH B CHCTEMHOM ¥ NPHKIAIHOM NPOTPaAMMHOM OOECTedYeHHH, HCMONb3YEMOM B

L2



oOpabaThiBaeT HHbIE KATErOPHH NEPCOHATBHBIX AaHHBIX Goree gem 100000 CyOBEKTOB NEPCOHAILHBIX
MaHHBIX, HE ABJIAIOLIMXCS COTPYIHHKAMH ONIEpaTopa.

6.4. Heobxoaumocts obecnevenns 4-ro YPOBHS 3aUIMINCHHOCTH NEPCOHAIBHBIX JAHHBIX IPH HX
obpabotke B HMH(OPMALHOHHOH CHCTeMe YCTaHABIMBAaeTCH NpH HAIHYHH XO0TA Obl OAHOrO u3
CIICAYIOIIHMX YCIOBHIA:

a) 1A MHQOPMALHOHHON CHCTEMBI aKTYATbHBI YIPO3bl 3-T0 THIA H HH(pOpPMAIMOHHAS CHCTEMa
oGpabarbiBaeT 06IEN0CTYIHbIE MEPCOHATBHBIC TAHHbIC:

0) a3 HHDOPMAUHOHHOMN CHCTEMBI aKTYalbHbI YIpo3el 3-ro THna H HHGOpPMANMOHHAS CHCTEMa
00pabaThiBaeT HHbIC KATErOPHH NEPCOHATBHBIX JAHHBIX COTPYIHHKOB ONEPATOpa HJIH HHbIE KATErOpHH
TICPCOHATBHEIX JaHHBIX MeHee ueM 100000 cyGbheKToB nepcOHANLHBIX IAHHLIX, HE ABJIAKOUIUXCS
COTPYAHHKAMH OTEpaTopa.

7. 1na obecneyenns 4-ro YpOBHS 3alMIEHHOCTH NEPCOHAIBHBIX AAHHBIX NMpPH WX 0Opaborke B
HH(OPMAIMOHHBIX CHCTEMAX HEOOXOAUMO BLINOTHEHHE CacAyowux TpeboBaHHii:

a) OpraHM3alMs pexuMa obecreveHus GE30MaCHOCTH MOMEIICHHH, B KOTOpBIX pa3MeleHa
HH(OPMALHMOHHAs CHCTEMd, NPENATCTBYIOUEr0 BO3MOKHOCTH HEKOHTPOJIHPYEMOTr0 NPOHHKHOBEHHS
HJIH NPeOBIBAHMSA B 3THX MOMEIIEHHAX JIHLL, HE HMEIOLIHX npasa A0CTYyMa B 3TH NOMEILICHHS,

0) oBecreyenne cOXpaHHOCTH HOCHTE el MEPCOHATBHBIX JAHHBIX:

B) YTBEP:KACHHE PYKOBOIMTEIEM OMEpaTopa JOKYMEHTa, OTpeIeNIAIONUIEro NepedeHsb JIHLL, JOCTYI
KOTOPBIX K IEPCOHANBHEIM JaHHLIM, 00padarbiBaeMbIM B HH)OPMALMOHHOM CHCTeME, HEOBXOMUM 1Ist
BBITIOJTHEHHA HMH CITy)KeOHBIX (TpyI0BbIX) 06f3aHHOCTEIH:

I) HCTIO/IE30BAHHE CPEJICTB 3AIUHTEI HHMOPMAIIHH, IPOLIEIIHX NpOUEAYpPY OLEHKH COOTBETCTBHSA
TpeOOBaHUAM 3aKOHOZATEILCTBA Poccuiickoit ®enepanun B obnactu obecneuenns Ge30macHOCTH
HHpOpMAUMK, B Cly4ae, KOrJa NpHMEHEHHEe TakHX CPelICTB HEOOXOAMMO I HeHTpanu3aluy
aKTyaJlbHBIX YI'PO3.

8. Ina obecnedenus 3-ro ypoBHS 3alUHIIEHHOCTH NEPCOHANBHBIX AaHHBIX MpH UX 06pabotke B
HHQOPMALHOHHBIX CHCTEMAX HEOGXOOMMO, YTOOB! OBLIO HA3HAYEHO AOMKHOCTHOE JIHLO (paboTHHK),
OTBETCTBEHHbIH 3a 00ecrneueHne 5e30MacHOCTH NIePCOHATBHBIX AAHHbIX B HH(pOpMALOHHOM CHCTeMe.

9. Ans obecneyenus 2-ro ypoBHS 3alUMLICHHOCTH CPCOHANBHBIX NaHHBIX NMpH HX 00paboTke B
HHOOPMALMOHHBIX CHCTEMAX HEOGXOAMMO. YTOOLI AOCTYN K COIACPIKAHHMIO 3IEKTPOHHOTO JKypHaia
CoOOLICHNH ObL BO3MOKEH HCKIIOUHTENBHO ANsl A0MKHOCTHBIX nun (paboTHHKOB) OmepaTopa HiH
YIOIHOMOYUCHHOrO JHLA, KOTOPBIM CBEACHHS, COAEPIKALHECS B YKA3aHHOM XKypPHAIIE, HEOOXOAMME! U1
BBIMOTHEHHUS CI1yKeOHbIX (TPyA0BbIX) 0053aHHOCTEI,

10.1ns obecrievenus 1-ro ypoBHs 3auIMIMeHHOCTH NEePCOHATBHBIX JIAHHBIX IIpH HX 00paboTke B
HH(POPMALMOHHBIX CHCTEMAX AOTIOTHHTEIBHO HEOOXOAMMO BEINOTHEHHE cleAyromux TpeboBanmii;

@) aBTOMATHYECKAsA pPErucTpauMs B IIeKTPOHHOM AKypHaie 0e30macHOCTH H3MEHEHUs
NOJIHOMOYMH COTPYJAHHKA ONEpaTopa MO JAOCTYNY K NEPCOHATHHBIM AAHHBIM, COJIepKaIIMCs B
HHPOPMALMOHHON CHCTEME;

0) co3naHMe CTPYKTYPHOrO MOAPA3HENCHHS, OTBETCTBEHHOIO 3a obecnievenne GeszomacHocTH
NEPCOHAIBHBIX AAHHBIX B MH(OPMALMOHHON cHCTeMe, IHGO BO3NOKEHHE HA OJHO W3 CTPYKTYPHEIX
nojipasaeneHui GyHKumii 1o odecneyennio Takoi 6e30NaCHOCTI.

11. KonTpois 3a Bemonnennem HacTosmumx TpeGoBanuii OpraHH3yeTcs ¥ NPOBOINTCS OIEPaTOPOM
CaAMOCTOATENIbHO M (MIM) ¢ NpPHBJCYEHHEM HA JIOTOBOPHOI OCHOBE IOPH/IHYECKHX JHIL H
HHAHBUAYAIBHEIX [IPEANPHHUMATENCH, MMEIOWMX JIHLEH3HIO HA OCYIUECTBICHHE IEATeNHHOCTH IO
TEXHHYECKOH 3aunTe KOHQUACHUHATLHON HH(OPMALH,

12.KoHTpOIb MPOBOJMTCSL B CPOKH, ONpe/eiseMble ONepaTopoM.



AH(OPMALIHOHHOH CHUCTeME,

5. Onpenenenwe THna yrpo3 ©Oe30macHOCTH MNEPCOHANBHEIX JAHHBIX, AaKTYalbHBIX Ul
HH(OPMALMOHHON CHCTEMbI, IPOH3BOAMICA ONEPATOPOM C YHETOM OLEHKH BO3MOKHOIO Bpena,
TNpOBeJIEHHON BO HMcnonHeHHWe myHkTa S vacth 1 cratem 18.1 ®epepanpnoro 3akona «O
NEPCOHAIBHBIX JAHHBIX», H B COOTBETCTBHH ¢ HOPMATHBHBIMH NIPaBOBBIMH aKTaMH, IIPHHATBIMH
BO HcnonHeHne yacTH 5 ctatbn 19 MenepanpHoro 3akoHa «O NepCcOHANIBHBIX JAHHBIX).

6. Ilpu oOpaboTke nmepcoHaNLHBIX AAHHLIX B MHMOPMALMOHHBIX CHCTEMAaxX yCTaHaB/IMBarOTCHA 4
YPOBHA 3aLUMILEHHOCTH MEPCOHATBHBIX JaHHBIX.

6.1. HeoOxomumocThs obecneyenus 1-ro ypoOBHSA 3alUMIICHHOCTH NEPCOHANBHBIX JAHHBIX IIPH MX
obpaGorke B HHPOPMALMOHHONH CHCTEME YCTAHABAMBAETCA MPH HAMH4YHH XOTA OBl OJHOrO W3
CIACAYIOLIHX YCIOBHIL:

a) U1 HHGOPMAIIHOHHOM CHCTEMB! aKTYaabHLl Yrpo3sl 1-ro THna ¥ MHQOpPMALMOHHAA CHCTEMa
obpabareiBaer MO0 cheLMaNbHbIE KaTeropuH [E€PCOHAIBHBIX JaHHBIX, JH00 OHOMeTpHuYecKHe
NEepCOHANbHBIC JaHHbIC, MO0 HHbIE KATerOpHH MePCOHAIbHBIX AaHHBIX;

6) s MHQOPMALIHOHHO CHCTEMBI AKTYalbHbI YTPo3bl 2-r0 THNA ¥ WHYOPMALHOHHASA CHCTEMA
oOpabaTbiBaeT creuvaibHble KaTeropuH NepCOHANbHBEIX JaHHBIX Oormee wem 100000 cyOnexkToB
NEPCOHAIBLHBIX JIAHHBIX, HE ABJIIOLINXCS COTPYAHHKAMH ONepaTopa.

6.2. HeoGxoammocTh obecneyeHns 2-ro ypOBHS 3AQUIMIEHHOCTH NEPCOHATBHBIX AAaHHBIX HPH UX
obpaborke B MH(OPMALMOHHOI CHCTEME YCTAHABIMBaeTCs MpPH HAIHYHH XOTS OBl OJHOrO u3
CHAEAYIOUHX YCIOBHIL:

a) Ui MHGOPMAIMOHHOM CHCTEMBI aKTYalbHbl YTPo3bl 1-ro THna ¥ HHGOPMALHOHHAS CHCTEMA
obpabarbiBaeT 00LUENOCTYNHBIC NEPCOHATBHbIC TAHHBIC,

0) i1 MHPOPMAUMOHHON CHCTEMBl AKTYaIbHbI YIpo3bl 2-r0 THNA U MH(OpPMALMOHHAS CHCTEMa
oOpabarelBaeT CHELMAIbHBIE KaTErOpHH TEPCOHANBHBIX JAHHBIX COTPYJHHKOB OllepaTopa WM
ClELHAIbHbIE KAaTEeropHH MNepcoHanbHBIX AaHHBIX MeHee 4yeM 100000 cyObekToB NepcOHANTBHBIX
JIQHHBIX, HE ABJIAIOLIMXCA COTPYAHHKAMHU ONepaTopa,

B) 1A HHGOPMALIMOHHOM CHCTEMBI aKTyalbHBI Yrpo3sl 2-ro TUna u WHGOPMAUMOHHAS CHCTeMa
oOpabarpiBaeT OHOMETPHYCCKHE NIEPCOHATBHEIC JAHHbIE,

r) s HHGOPMAHOHHOM CHCTeMBbl aKTYallbHbl YIPO3bl 2-r0 THNA U MH(POPMALMOHHAS CHCTEMA
oOpabareiBaeT 00LIEAOCTYNHBIE NepcoHaIbHbIE JaHHble Oosee yem 100000 cyObekTOB NepcoHaNBHEIX
JIAHHBIX, HE ABIAIOIMXCS COTPYAHHKAMH ONeparopa;

A) s HHQOPMALMOHHOH CHCTEMb! aKTyallbHbl YTPO3bl 2-TO THIA H HH()OPMALMOHHAS CHCTEMa
oOpabaTeIBaeT HHEIE KATErOPHHM NEPCOHATBHBIX JaHHBIX Gonee yem 100000 cyOBeKTOB MepcoOHANBHEIX
JaHHBIX, HE SBJSIOIMXCA COTPYAHHKAMH ONEpaTopa;

e) s HHQOPMALMOHHONH CHCTeMBI aKTYATbHBI YIPO3bl 3-Ir0 THNA ¥ MHGOPMALMOHHAA CHCTEMa
oOpalarbiBaeT CreLManbHBIE KAaTErOpHH MNEPCOHANbHBLIX AaHHbIX Gonee wvem 100000 cyOnekros
NEPCOHANLHBIX AAHHBIX, HE AB/AIOLIMXCA COTPYAHUKAMH ONepaTopa.

6.3. HeobOxomumocts obecnevennst 3-ro YpOBHS 3QIUMIIEHHOCTH MEPCOHANBHBIX AAHHBIX IIPH HX
obpaboTke B HHPOPMALMOHHON CHCTEME YCTAHABIMBACTCS MPH HAIWYHM XOTH OBl OJHOrO W3
CIICAYIOMIHX YC/IOBHIA:

a) s MHPOPMALMOHHON CHCTEMB! aKTYallbHbl YIpoO3bl 2-r0 THNA U HHQOPMALMOHHAS CHCTEMA
oOpabarbiBaeT 00LIEIOCTYIHEIE NIePCOHAIBHBIC JaHHbIC COTPYAHHKOB ONEpaTopa HiH 00EeI0CTYIHbIE
nepcoHanbHele AaHHble MeHee veMm 100000 cyOnekToB nepcOHANBHBIX JAHHBIX, HE SBISIOIUIHXCS
COTPYAHHKAMH oreparopa;

0) a1 HHGOPMALMOHHON CHCTEMBI aKTYaJIbHBI YTPO3bl 2-T0 THIA H HHGOPMALMOHHAA CHCTEMA
00pabaTbiBaeT HHbIC KATErOPHH NMEPCOHATBHBIX JaHHBIX COTPYIHHKOB ONEPATOpa WM MHBIE KATErOpHH
nepcoHanbHBIX AaHHBIX MeHee uweM 100000 cyObeKTOB mepcoOHANbHBIX JAHHBIX, HE SBIAIOLIMXCS
COTPYAHHKAMH ONepaTopa;

B) A1 HHGOPMALHOHHON CHCTEMBbI aKTyalbHBI YTPO3bl 3-TO THNA W HHGOPMALMOHHAA CHCTEMA
oOpa0atbiBaeT CrelHalbHbIE KATErOPHH MNEPCOHATBHBIX JAHHBIX COTPYAHHKOB ONEpaTopa MM
CHCUHAIBHLIC KATCIOPHMH MNEPCOHANbHBIX JaHHbIX MeHee uem 100000 cyObeKkToB nepcoHalIbHBIX
JaHHBIX, HE SABIAIOIHXCSA COTPYAHHKAMHU ONEpaTopa;

r) Ans WHPOPMAIMOHHON CHCTeMbl aKTYanbHBI YTPO3bl 3-T0 THNA M MH(GOPMALMOHHAA CHCTEMA
oOpabarbiBacT GHOMETPHYECKUE IEPCOHATBHBIE JIaHHEIE;

1) Ans MHPOPMALHOHHOM CHCTEMBl aKTyalbHbl YIpo3bl 3-ro THNa ¥ WHQOPMAlMOHHAS CHCTEMd
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